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Abstract

The notion of linear finite transducer (LFT) plays a crucial role in a family of
cryptosystems introduced in the 80’s and 90’s. However, as far as we know, no study
was ever conducted to count and enumerate these transducers, which is essential to
verify if the size of the key space, of the aforementioned systems, is large enough to
prevent a exhaustive search attack. In this paper, we determine the cardinal of the
equivalence classes on the set of the LFTs with a given size. This result is sufficient
to get an approximate value, by random sampling, for the number of non-equivalent
injective LE'Ts, and subsequently for the size of the key space. We introduce a notion of
canonical LFT, give a method to verify if two LFTs are equivalent, and prove that every
LFT has exactly one equivalent canonical transducer. We then show how this canonical
LFT allows us to calculate the size of each equivalence class on the set of the LFTs with
the same number of states, and deduce a recurrence relation to count the number of
equivalence classes.

1 Introduction

Transducers, in the most used sense in automata theory, are automata with output that
realise rational functions. They are widely studied in the literature, having numerous
applications to real world problems. They are essential, for example, in language and speech
processing [3]. In this work we deal only with transducers as defined by Renji Tao [6], and
our motivation comes from their application to Cryptography. According to that definition,
a transducer is a finite state sequential machine given by a quintuple (X, ), S, 0, A), where:
X, Y are the nonempty input and output alphabets, respectively; S is the nonempty finite
set of states; § : S x X — 5, A: S x X — ), are the state transition and output functions,
respectively. These transducers are deterministic and can be seen as having all the states as
final. Every state in S can be used as initial, and this gives rise to a transducer in the usual
sense, i.e., one that realises a rational function. Therefore, in what follows, a transducer is
a family of classical transducers that share the same underlying digraph.

A transducer is called linear if its transition and output functions are linear maps. These
transducers play a core role in a family of cryptosystems, named FAPKCs, introduced in a
series of papers by Tao [7—10]. Those schemes seem to be a good alternative to the classical
ones, being computationally attractive and thus suitable for application on devices with
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Figure 1: Schematic representation of FAPKC working principle.

very limited computational resources, such as satellites, cellular phones, sensor networks,
and smart cards [8].

Roughly speaking, in these systems, the private key consists of two injective transducers,
denoted by M and N in Figure 1, where M is a linear finite transducer (LFT), and N is
a non-linear finite transducer (non-LFT) of a special kind, whose left inverses can be easily
computed. The public key is the result of applying a special product for transducers, C, to
the original pair, thus obtaining a non-LFT, denoted by C(M, N) in Figure 1. The crucial
point is that it is easy to obtain an inverse of C(M, N) from the inverses of its factors, M1
and N1, while it is believed to be hard to find that inverse without knowing those factors.
On the other hand, the factorization of a transducer seems to be hard by itself [11].

The LFTs in the FAPKC systems are of core importance in the invertibility theory of
finite transducers, on which part of the security of these systems relies on [1]. They also play a
crucial role in the key generation process, since in these systems a pair (public key, private key)
is formed using a LFT and two non-LFTs, as explained above. Consequently, for these
cryptosystems to be feasible, injective LFTs have to be easy to generate, and the set of non-
equivalent injective LFTs has to be large enough to make an exhaustive search intractable.

Several studies were made on the invertibility of LFTs, [1,2,4,5,11,12], and some attacks
to the FAPKC systems were presented [6]. However, as far as we know, no study was
conducted to determine the size of the key space of these systems. To evaluate that size,
one first needs to determine the number of non-equivalent injective LFTs, the exact value of
which seems to be quite hard to obtain. In order to be able to get an approximate value, one
needs to know the different sizes of the equivalence classes. This is crucial to have a LFT’s
uniform random generator.

In this work we describe a method to determine the sizes of those equivalence classes. To
accomplish that, a notion of canonical LFT is introduced, being proved that each equivalent
class has exactly one of these canonical LETs. It is also shown how to construct the equivalent
canonical LFT to any LFT in its matricial form, and, by introducing a new equivalence test
for LF'Ts, to enumerate and count the equivalent transducers with the same number of states.
From this, we derive a recurrence relation that counts the number of equivalence classes.

The paper is organized as follows. In Section 2 we introduce the basic definitions.
Section 3 is devoted to the equivalence test on LFTS. The concept of canonical LFTs is
introduced in Section 4, and the results about the size of the classes of LFTs are presented
in Section 5. Finally, in Section 6, we present the recurrence relation that counts the number
of canonical LFTs of a given size.



2 Basic concepts

As usual, for a finite set A, we let |A| denote the cardinality of A, A™ be the set of words
of A with length n, where n € N, and A° = {e}, where ¢ denotes the empty word. We put
A* = Up>0A™, the set of all finite words, and AY = {apa;---an--- | a; € A} is the set of
infinite words. Finally, |«| denotes the length of o € A*.

In what follows, a finite transducer (FT) is a finite state sequential machine which, in any
given state, reads a symbol from a set X', and produces a symbol from a set ), and switches
to another state. Thus, given an initial state and a finite input sequence, a transducer
produces an output sequence of the same length. The formal definition of a finite transducer
is the following.

Definition 1. A finite transducer is a quintuple (X,), 5,9, \), where:
e X is a nonempty finite set, called the input alphabet;
e YV is a nonempty finite set, called the output alphabet;
e S is a nonempty finite set called the set of states;
e ):5xX — S, called the state transition function;

e \:SxX — Y, called the output function.

Let M = (X,Y,5,0,\) be a finite transducer. The state transition function J and the
output function A can be extended to finite words, i.e. elements of X'*, recursively, as follows:

d(s,e) =s 0(s,xza) = 8(d(s, ), @)
A(s,e) =€ A(s, za) = A(s,x) A(0(s, x), @),

where s € S, x € X, and € X'*. In an analogous way, A may be extended to X“.
From these definitions it follows that one has, for all s € S,a € X*, and for all g €
X*U XY,
A(s, af) = A(s, @) A(0(s, a), B).
A transducer can be represented by a diagram that is a digraph with labeled vertices
and edges, where each state is represented by a vertex and each directed edge indicates a
transition between states. The label of each edge is a compound symbol of the form i/o,

where 4 stands for the input symbol and o for the output.
For example, the transducer M = ({0, 1}, {a, b}, {s1,s2},d, A) with

(5(81,0) = 851 5(81, 1) = S92 5(82,0) = 51 5(82, 1) = S92
A(s1,0) =a As1,1) =a A(s2,0) =0 A(s2,1) =

is represented by the diagram:

0|a, 1‘& ].|b
0[b

See figure 2 for other examples of simple transducers.
The notions of equivalent states and minimal transducer considered here are the classical
ones.



Definition 2. Let My = (X,yl,Sl,él,)\1> and My = <X,y2,52,(52,)\2> be two FTs. Let
s1 € S1, and so € Sy. One says that s1 and so are equivalent, and denote this relation by
51 ~ 82, if

Vo € X% A\ (s1, @) = Aa(s2, ).

Trivially, ~ is an equivalence relation on S. As usual, we will denote by [s]. the
equivalence class that contains s, and S/~ = {[s]~ | s € S}.

Definition 3. A finite tranducer M = (X,),S,d,\) is called minimal if it has no pair of
equivalent states, i.e., each element of S/~ has cardinal 1.

The transducer (a) of Figure 2 is an example of a non-minimal transducer, where the
states s1 and s3 are equivalent. The transducer (b) is minimal.

Figure 2: A non-minimal (a) and a minimal finite transducer (b).

We now introduce the notion of equivalent transducers used in this context.

Definition 4. Let M7 = <X, V1,51, 61, )\1> and My = <X, V5,89, 69, )\2) be two F'Ts. My and
My are said to be equivalent, and denote this by My ~ Ms, if the following two conditions
are satisfied:

Vs1 € 51, dso € S9: 51~ 83 and Vsy € Sy, ds1 € 51: 81 ~ s9.

The relation ~ defines an equivalence relation on the set of FTs.

Definition 5. Let My = (X,), 51,01, A1) and My = (X, Y, Sa,02, \2) be two FTs. My and
My are said to be isomorphic if there exists a bijective map ¢ from S1 onto So such that

Y(01(s1,7)) = d2(¥(s1),7) (1)
A(s1,2) = Aa(Y(s1),2) (2)

for all s1 € Sy, and for all x € X. The map v is called an isomorphism from My to M.
Finally, we give the definition of linear finite transducer (LFT).

Definition 6. If X,) and S are vector spaces over a field F, and both 6 : S x X — S and
A:Sx X =Y are linear maps, then M = (X,),S,0,\) is called linear over F, and we say
that dim(S) is the size of M.

Let £ be the set of LETs over F, and L,, the set of the transducers in £ with size n. The
restriction of ~ to L is also represented by ~, and the restriction to £,, is denoted by ~,.



Definition 7. Let My and My be two LFTs. My and My are said to be similar if there is a
linear isomorphism from My to Ms.

Let M = (X,¥,5,9,\) be a LFT over a field F. If X,), and S have dimensions I, m
and n, respectively, then there exist matrices A € My, »(F), B € M, (F), C € My, ,(F),
and D € My, (IF), such that

d(s,x) = As+ Bz,
A(s,z) = Cs+ Dz,

for all s € S, x € X. The matrices A, B,C, D are called the structural matrices of M, and
[, m,n are called its structural parameters. Notice that if M7 and My are two equivalent LET's
with structural parameters l1, m1,n1 and Iy, ma, no, respectively, then, from the definition of
equivalent transducers, one has [y = lo and mq = mao.

A LFT such that C' is the null matrix (with the adequate dimensions) is called trivial.

One can associate to a LFT, M, with structural matrices A, B, C, D, a family of matrices
which are very important in the study of its equivalence class, as will be clear throughout
this paper.

Definition 8. Let M € L, with structural matrices A, B,C,D. The matrix

C

CA
AP =

CAk:—l

is called the k-diagnostic matrix of M, where k € NU {o0}.

The matrix AE\Z) will be simply denoted by Ajp; and will be referred to as the diagnostic

matriz of M. The matrix Ag@n) will be denoted by Ay and called the augmented diagnostic
matriz of M.

Definition 9. Let V be a k-dimensional vector subspace of F™, where F is a field. The
unique basis {by, b, ..., by} of V such that the matriz [by by - bg]T is in row echelon form
will be here referred to as the standard basis of V.

3 Testing the equivalence of LFTs

Let M = (X,),S,06,\) be a LFT over a field F with structural matrices A, B, C, D. Starting
at a state sg and reading an input sequence xgz1s . .., one gets a sequence of states sgs152. ..
and a sequence of outputs yoy1yo . . . satisfying the relations

St+1 = (S(St, xt) = ASt + Bl’t,
Y = A(St,l’t) = CSt + D{Et,

for all ¢ > 0. The following result is then easily proven by induction [6, Theorem 1.3.1].



Theorem 1. For a LFT as above,

i—1
Sit1 = AZSQ—FZAli]lel'j,
J=0

%
Yi = CAzSO—i-ZHi_jZ'j,
=0

fori € {0,1,...}, where Hy= D, and H; = CA™'B, j > 0.

Tao, in his book, presents the following necessary and sufficient condition, the only one
known so far, for the equivalence of two states of LFTs [6, Theorem 1.3.3]:

Theorem 2. Let M1 = <X,y1,51,51,)\1> and M2 = <X,y2,52,52,)\2> be two LFTs. Let
s1 € S1, and sg € Sy. Then, s1 ~ s9 if and only if the null states of My and My are
equivalent, and A1 (s1,0%) = Aa(s2,0%).

And, as a consequence, he also presents a necessary and sufficient condition for the
equivalence of two LFTs [6, Theorem 1.3.3]:

Corollary 1. Let My and My be two LETs. Then, My ~ Ms if and only if their null states
are equivalent, and {A1(s1,0%) | s1 € S1} = {Aa(s2,0%) | s2 € Sa}.

However, both conditions cannot be checked efficiently, since they involve working with
infinite words. In this section, we explain how they can be reduced to a couple of conditions
that can effectively be verified. These new results will be essential in section 5 to compute
the sizes of the equivalence classes in L,,/~,.

The following two Lemmas, which play an important role in the proofs of the subsequent
results, are immediate consequences of the basic fact that right multiplication performs linear
combinations on the columns of a matrix.

Lemma 1. Let A € M,xk, and B € M,,«;. Then, rank([A|B]) = rank(A) if and only if
there X € My such that B = AX.

Lemma 2. Let A, B € M, xk. Then, rank(A) = rank([A|B]) = rank(B) if and only if there
is an invertible matriz X € Mygxx such that B = AX.

Proof. Let A’ be the column echelon form of A, and B’ the column echelon form of B. Let
X 4 be the invertible matrix in My, such that A’ = AX 4, and Xp be the invertible matrix
in Mgy such that B = BXp. Since rank(A) = rank([A|B]) = rank(B) if and only if
A" = B’, one gets that rank(A) = rank([A|B]) = rank(B) if and only if AX4 = BXp. That
is, AX4Xp"' = B. Therefore, rank(A) = rank([A|B]) = rank(B) implies that there is an
invertible matrix X = X4 X' € My, such that B = AX. O

For the remainder of this section, let Mj, Ms be two LFTs with structural matrices
Ay, By,C1, Dy, and As, By, Cy, Do respectively. Let [1,m1,n1 be the structural parameters
of My, and lo, mg,no be the structural parameters of My. To simplify the notation, take
Al = Ag@frnz) and AQ = AE\Z;JFnZ)

Lemma 3. Let s1 € 51 and sy € Sy. Then, A1(s1,09) = Aa(s2,0%) if and only if Aisy =
Agss.



Proof. From Theorem 1, one has that A (s1,0) = A2(s2,0%) if and only if C1 Ajs1 = Co Al sa,
for i > 0. Let p; be the characteristic polynomial of A;, and ps the characteristic polynomial
of As. Then, p; and py are monic polynomials of order ny and ns, respectively. Moreover, by
the Cayley-Hamilton theorem, p;(A;) = p2(A2) = 0. Thus, p = p;p2 is a monic polynomial
of order nj + ng such that p(A;) = p(Az) = 0. Therefore A™"2HF and AZ1Tm2+k - with
k > 0, are linear combinations of lower powers of A; and As, respectively, with the same
coefficients. Consequently, ClA’isl = CyAbsy for i > 0 is equivalent to ClAZisl = CyAbsy
fori=0,1,...,n1 +n9 — 1, and the result follows. O

The next result states that the (ny + ng)-diagnostic matrices of two equivalent LFTs, of
sizes n1 and no, can be used to verify if two of their states are equivalent. It follows from
the previous Lemma, and from the fact that if My ~ Ms then, by Theorem 2, s; ~ s9 if and
only if )\1(81, Ow) = )\2(82, Ow).

Theorem 3. Let sy € S1 and so € Sy. If My ~ My, then s; ~ s9 if and only ifﬁlsl = Azsz.
Corollary 2. Let M be a LFT, and s1,85 € M. Then, s1 ~ so if and only if Aprs1 = Aprss.

Proof. From the last Theorem, s; ~ so if and only if Apsy = Aprsa, that is, if and only if
CA'sy = CA’sy, for i = 0,1,...,2n — 1. Since the minimal polynomial of A has, at most,
degree n, this latter condition is equivalent to C'A’s; = C'A’so, for i = 0,1,...,n — 1. Thus,
s1 ~ so if and only if Aprs1 = Aprss. O

Corollary 3. Let M be a LFT over a field F. Then M is minimal if and only if rank(Apy) =
size(M).

Proof. 1t is enough to notice that the linear application ¢ : S/~ — F" defined by ¢ ([ s |~) =
Ajss is well-defined and injective, by the previous Corollary. O

Note 1. Given the structural matrices of a LFT, M, Tao shows [6, Theorem 1.5.4] how
to compute a minimal LFT equivalent to M. This implies, in particular, that every linear
transducer is equivalent to a minimal LFT.

The following theorem gives a pair of conditions that have to be satisfied for two LFTs
to be equivalent.

Theorem 4. For LFTs M; and Ms as above, My ~ My if and only if the following two
conditions are simultaneously verified:

1. rank(A;) = rank([A; | Ag]) = rank(Ay);
2. D1 = Dg and AlBl = AQBQ.

Proof. From Corollary 1 one has that M; ~ My if and only if the null states of My and M,
are equivalent, and {\1(s1,0%) | s1 € S1} = {Aa(s2,0%) | s2 € Sa}.

The null states of M; and M are equivalent if and only if Yo € X™*, A1(0, ) = \2(0, ).
By Theorem 1, this is equivalent to: 23-:0 Hi_jx; = ;-:0 H{fjx]-, i=0,1,...,|a|, where
Q= ToT1 " Lo S X*, H() = Dl, H(,) = Dy and Hj = ClA{_lBl, H], = CQA%_lBQ, fOI‘j > 0.
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That is, Vo, 1, -+ , x| € & the following equations are simultaneously satisfied:

Dlxo = DQ.%’O
Dyxy + Ci1Bizg = Daxy + CaBaxg
Dyzo + C1Bixy + C1A1Bizg = Daxg + CoBoxy + C2A2Boxg

D1x|a| +---+ ClAg‘OC'_l)Bl.xO = D2x|o¢\ 4+ .4 C2A(2‘a|_1)B2.T(].

Using the characteristic polynomials of A; and As, as in the proof of Lemma 3, one sees
that when |a| > u the equations after the first u of them are implied by the previous ones.
From the arbitrariness of «, it then follows that system is satisfied if and only if D1 = Do
and AlBl = AQBQ.

From Lemma 3, one has that {\1(s1,0%) | s1 € S1} = {Xa(s2,0¥) | s2 € Sz} if and
only if {Alsl | s1 € 51} = {AQSQ | so € S3}. This means that the column space of Ay
is equal to the column space of Ag, which is true if and only if there exist matrices X,Y
such that Ag = AlX and Al = AQY. But, from Lemma 1, this happens if and only if
rank(A;) = rank([A; | Ag]) and rank(As) = rank([A; | Ag)). O

Using the conditions in the previous result, it is not hard to write an algorithm to test
the equivalence of two LFTs.

Corollary 4. M; ~ My implies D1 = Ds.

It is important to highlight, at this moment, that the size of an LFT is the only
structural parameter that can vary between transducers of the same equivalence class in
L/~. Moreover, the size of an LFT of an equivalence class [M]., can never be smaller than
rank(Ap), where M’ is a minimal transducer in [M].. These facts will be important in
section 5.

The following Corollary is a direct consequence of Lemma 2 and of the first point of
Theorem 4.

Corollary 5. If n = ny = no, S1 = Sa, and My ~ Ms, then there is an invertible matrix
X € Myxn such that Ay, = Ay X

4 Canonical LFTs

In this section we prove that every equivalence class in £/~ has one and only one LFT that
satisfies a certain condition'. We also prove that, given the structural matrices of a LFT, M,
one can identify and construct the transducer in [M].. that satisfies that aforesaid condition.
LFTs that satisfy that condition are what we call canonical LFTs.

Lemma 4. Let M € L,, with structural matrices A, B,C, D. Then, rank(Ag\?) = rank(Ays),
Vk > n.

Proof. The degree of the minimal polynomial of A is at most n, and so the matrices C A*,
for k > n, are linear combinations of C,CA",-.. ,CA" L. O

!The equivalence classes formed by trivial LFTs are excluded.



The following result shows that if two minimal LFTs, with the same set of states, are
equivalent, then the two vector spaces generated by the columns of their diagnostic matrices
are equal.

Corollary 6. Let My = (X, Y,S,01, 1) and My = (X,V,S, 62, A2) be two minimal LFT
such that My ~ Ms. Then, {Ap,s|s€ St ={An,s|se S}

Proof. If My ~ My, then {Ai(s,0¥) | s € S} = {Aa(s,0¥) | s € S}, by Corollary 1. That
is, {Ag\z)s | se St = {Ag\z)s | s € S}. Since M; and My are minimal, from Lemma 4 and
Corollary 3 one concludes that {Ap;,s | s € S} ={Apn,s|s€ S} O

If M is a minimal LFT, then the columns of A, form a basis of the space {Ars | s € S}.
Therefore, if My and My are minimal and equivalent, there is an invertible matrix X (with
adequate dimensions) such that Ay, X = Ajpy,. Note that this condition, here obtained for
minimal transducers, is less demanding than the one we have in Corollary 5.

The next result, together with its proof, gives a way to generate LFTs in [M]., where
M is a LFT defined by its structural matrices.

Lemma 5. Let My = (X, ), 5,61, A1) be a non-trivial LET. Let ¢ : S — S be a vector space
isomorphism. Then, there is exactly one LFT My = (X,Y,S, 62, A2) such that v is a linear
isomorphism from My to Ms. Moreover, My is minimal if and only if Mo is minimal.

Proof. Let P be the matrix of v relative to the standard basis. From its definition 1 is
an isomorphism between M; and Ms if and only the conditions mentioned in Section 2 are
satisfied. Let x = 0 and s; € S. From the first condition, one gets

’(/)(51(51,0)) = 52(1/)(51),0) = PA181 = A2P81 = (PAl — AQP)Sl =0.

From the arbitrariness of s1, this is equivalent to PA; — Ao P = 0. Since P is invertible, one
gets Ay = PA{P~!. The second condition yields

)\1(81,0) = A2(¢(51),0) = 0151 = CQPS]_ = (Cl — CQP)Sl = 0.

Again, from the arbitrariness of s1, this is equivalent to C; — CoP = 0. Thus, Cy = C; P~ L.

Now, let s = 0 and x € X. Using a similar method, one gets By = PB; and D = D».
Hence, the transducer M satisfying the conditions of the theorem is uniquely determined by
1. It is then easy to see that the transducer given by the structural matrices Ay = PA; P71,
By = PBy, Cy = C1 P!, and Dy = D is such that 9 is a linear isomorphism from M to
M.

Since My and My are isomorphic, they are equivalent. Therefore, M; is minimal if and
only if M5 is minimal. O

Recalling that GL,(FF) denotes the set of n x n invertible matrices over the field F, one
has:

Corollary 7. Let M € L, be a non-trivial minimal LFT over a finite field F. Then, the
number of minimal LFTs in [M]~ is |GLy(F)|.

Moreover, from the proof of Lemma 5, one gets that, given an invertible matrix X, there
is exactly one minimal transducer in [M]. which has Ay, X as diagnostic matrix. The same
is not true if M is not minimal, as it will be shown in the next section. The aforementioned
proof also gives an explicit way to obtain that transducer from the structural matrices of M.
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Proposition 6. Let My = (X,¥,S5,01,\1) be a LFT. Let v : S — S be a vector space
isomorphism. Let My be the LE'T constructed from My and ¥(s) = Ps as described in the
proof of the last Theorem. Then, Ay, s = App(s).

Proof. Let s € S, then

Clp_l 1
ClAlpil ChA

A Y(s) = . Ps = i s = Apgs.
Ci A7 P C1A7!

O

The next Theorem gives the condition that was promised at the beginning of this section.

Theorem 5. Every non-trivial equivalence class in L/~ has exactly one LFT, M =
(X,),85,0,)), which satisfies the condition that {Aprer, Aprea, -+, Apren} is the standard
basis of {Aps | s € S}, where {e1,ea,--- ,e,} is the standard basis of S.

Proof. From Note 1, one knows that every LFT is equivalent to a minimal LFT. Thus, to get
the result here claimed, it is enough to prove that if M; = (X,),S,d1, A1) is a non-trivial
minimal LFT, then M is equivalent to exactly one finite transducer My = (X, ), S, d2, \2)
such that {Apper, A€o, ..., Appent is the standard basis of {Apy,s | s € S}. First, let
us notice that, since M; is minimal, Ay, is left invertible, and consequently s is uniquely
determined by Apss. Let B = {b1,ba, - ,b,} be the standard basis of {Ap,s | s € S}.
Let s; be the unique vector in S such that b; = Appsi, fori =1,2,...,n. Let ¢ : S — S
be defined by ¢(s;) = e;. Then v is a vector space isomorphism. Let My be the LFT
constructed from M; and ¢ as described in the proof of Lemma 5. Then, My ~ M; and
My is minimal, which, by Corollary 6, implies {Ap,s | s € S} = {Apys | s € S} From

Proposition 6 one also has Aps,e; = App(s;) = A si = by, for i = 1,2, -+ 'n. Therefore,
{Arper, A€, ..., Appen} is the standard basis of {Aps, s | s € S}. The uniqueness easily
follows from the fact that all choices made are unique. O

Finally we can state the definition of canonical LFT here considered.

Definition 10. Let M = (X,),S,0,\) be a linear finite transducer. One says that M is a
canonical LFT if {Aprer, Aprea, -+, Apren} is the standard basis of {Ans | s € S}, where
{e1,e2, -+ ,en} is the standard basis of S.

The proofs of Theorem 5 and Lemma 5 show that given the structural matrices of a LF'T,
M, one can identify and construct the canonical transducer in [M]..

5 On the size of equivalence classes of LFT's

In what follows we only consider LFTs defined over finite fields with ¢ elements, F,, because
these are the ones commonly used in Cryptography.

In this section we explore how the size of the equivalence classes in L,,/~,, varies with
the size n. Given a minimal LF'T M; in £,,,, our aim is to count the number of transducers
in L£,,, with ng > ny, that are equivalent to Mj.

The following result shows that given M; € L,,,, one can easily construct an equivalent
transducer in L,,, for any na > nj, which can then be used to count the number of
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transducers in £, that are equivalent to M, as well as the size of the equivalence classes
in S.

Proposition 7. Let My be the LF'T over IF, with structural matrices Ay, By, C1, D1, and
structural parameters [,m,ny. Let n’ € N, and My be the LFT with structural matrices

A2—[0A1 éonlxn/],lﬁ—[oBl 1,6'2—{01 Omm'}, and Dy = Dy.

n/ xXny On/xn’ n' xl
Then, My ~ Ms. The structural parameters of Mo are l,m,ng, where no = ny +n'.

Proof. Take u = ny + na. Notice that Cy AL = [C1 A} Oyxpy], for i = 0,1,...,u — 1. That
is, AE\Z = [Ag\qﬁ Oumxn]- The result is then trivial by Theorem 4. O

Since, from the last theorem, one knows exactly how to get the set of states of My
equivalent to a given state of My, the following conclusions are not difficult to obtain.

Corollary 8. Let M; be a minimal LFT in L,, with structural matrices Ay, By, C1, D,
and structural parameters l,m,ny. Let My be the LEFT described in the last Theorem, and
let s5 be one of its states. Then |[sg]~| = ¢"2 " K(An)

Proof. Since that n’ = na —ny = ng — rank(Ajy,) (because M is minimal and My ~ M),
the result is obvious from the last theorem. O

Theorem 6. Let My be a minimal LE'T in L,,, with structural matrices Ay, By, C1, D1, and
structural parameters I, m,ny. Let My be the linear transducer described in the last Theorem.
Let M € L, be such that M ~ Ms. Let s’ be a state of M and s2 a state of My such that
s~ s9. Then, |[s'|~] = |[s2]~]|.

Proof. From Corollary 5, M ~ M, implies that there exists X € G Ly, (F,) such that AS@"Q) =
AE\ZT)X. Let ¢ : Sy — S be defined by ¢(s2) = X !sy. Then, ¢ is bijective and A?\ZL;SQ =
ATPsy <= AfPsy = ATPXX7lsy = AffPs; = AP X sy <= 55~ Xlsy
s2 ~ @(s2). O

Corollary 9. Let M € L,,, and sy be one of its states. Then, |[s1]~| = ¢ "22K(Am),

Proof. From Note 1 one knows that for any linear transducer M, one can construct a minimal
linear transducer M7 equivalent to M. Then, constructing the linear transducer Ms from M;
as described in Theorem 7, one gets My ~ M (and consequently rank(Apz,) = rank(Apy)).
The result then follows from Corollary 8 and Theorem 6. O

The next result counts the number of LE'Ts in £, that are equivalent to My, where Mo
is the LFT defined from M; as described in Proposition 7. Because M; ~ Ms, this yields
the number of LFTs in £,, that are equivalent to Mj.

Theorem 7. Let My be a minimal LET in L,,, with structural matrices Ay, By, C1, D1, and
structural parameters l,m,ny. Let My be the LFT described in Proposition 7. The number
n2

of finite transducers M € Ly, which are equivalent to Mj is (@ — 1)(¢"™ —q)---(¢" —
q”_l)q(m”)(m_r), where r = rank(Apy, ).

Proof. The theorem follows from the next three facts, that we will prove in the remaining
of this section.

12



1. For all matrices Ay, Ay € {AM | M € L,, and M ~ My}, the number of LFTs that are
equivalent to Ms and have A; as augmented diagnostic matrix is equal to the number
of LFTs that are equivalent to My and have As as augmented diagnostic matrix.

2. The number of LFTs equivalent to My and have A M, as augmented diagnostic matrix
is (2 HD(2=7) with ¢ = rank(Ayy,).

3. The size of {Apy | M € L, and M ~ My} is (¢" — 1)(¢"™ — 2)--- (¢™ — ¢"~1), with
r = rank(Apy,).

O]

From Corollary 5, if two LETs M and M’ are equivalent, there is an invertible matrix
X such that Ay = AprX. The first of the above items is then an instance of the following
result.

Theorem 8. Let M € L,,. Let Sn = {M' € L, | M' ~ M and Ay = A}. Then, for every
X € GLn(Fy), |Sa,,| =194, x|

Proof. Let f:Sa,, — Sa,,x such that f(M) = M', where M’ is the transducer defined by
the matrices A’ = X 'AX, B'= X~!'B, C' = CX and D’ = D. It is straightforward to see
that Ay = Ay X, and that the application f is bijective. O

To prove item 2, let us count the number of transducers M € L,, that are equivalent to
My and have A M, as augmented diagnostic matrix. One has to count the possible choices
for the structural matrices A, B, C' and D, of M, that satisfy the condition 2 of Theorem 4,
and Apy, = Ay (which implies condition 1). The choice for D is obvious and unique from
condition 2, as well as the choice for C' (from condition Az, = Ajy). How many choices does
one have for A such that the condition A My = A M is satisfied? And, how many choices for B
such that A M, = A m and the second condition is satisfied, i.e., such that A mBo = A mB?
The following result gives the number of possible choices for A, and the proof gives the form
of these matrices.

Theorem 9. Let My be a minimal LFT in L,, with structural matrices Ay, By, Ci, Dy,

and Ms the LFT described in Proposition 7. There are exactly q”Q("Q_rank<AM2))
A € Myysn, (Fy) such that Co Ay = CoAY, fori=0,1,--- ,2ny — 1.

matrices

Proof. Let A € My,xn,(Fy) be such that CoAy = CoA’, for i = 0,1,...,2n5 — 1. Then,
Co Al = Cy A5 A, for i =0,1,...,2n9 — 1.

Take A = l """""" ‘| ) with E]. € Mn1><n1 (]Fq)a E2 € Mnlxn’(Fq)v E3 € Mn’an (Fq))

Ey € Myxn (Fy), aﬁd n' = ny —ny. Then, from Cy A} = C’gAéflA, forie {1,...,2ny — 1},
one gets that { C1AY Oy } = [ ClAlflEl ClA’i_lEg ], for i € {1,...,2n9 — 1}, i.e.,
C1 4} = C’lA”i_lEl, and ClAi_lEg =0, for i € {1,...,2ny — 1}. This is equivalent to

A4 = AT VR and AT TVE =0, 00 AG V(41— Er) = 0and AV E, =
(2na—1)

0. Since M is minimal, by Lemma 4 and Corollary 3, rank(A};* ') = rank(Apy, ) = ny =
number of columns of AS@?Q_I). Therefore, £1 = A; and Ey = 0. Consequently, any matrix

A with the same first ny rows as As satisfies Cy A4 = CoA?, fori = 0,1,...,2n2—2, and those
matrices A are the only ones that satisfy condition 2. Because the last no — n; rows of A
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can be arbitrarily chosen, and A has no columns, one gets that there are ¢"2("2711) matrices
A that satisfy the required conditions. Since n; = rank(Ajpy, ) = rank(Ayy,) (because My is
minimal, and M; ~ M), the result follows. O

Now, for each matrix A such that AM2 AM, i.e. 02A2 CoAl fori=0,1,...,2no—1,
one wants to count the number of matrices B that satlsfy Ay By = A M B, that is, satisfy
CyA'By = CLA'B | for i =0,1,...,2n, — 1.

Theorem 10. Let M be a minimal LFT with structural matrices A1, By, C1, D1, and
structural parameters l,m,n1. Let My be the LFT described in Proposition 7. Given a
matriz A such that AM2 A, there are ezactly ql(m_rankmm)) matrices B € My, xi(Fq)
such that CoA'By = CoA'B for i =0,1,---,2ny — 1.

Proof Let A be a matrix such that AM2 = AM, and B such that Ay By = Ay B. Then,
AM2BQ = AM2B Consequently, Ay, B = A, B, which is equivalent to Az, (B2 — B) = 0.
Since B has ny rows, one concludes that there are exactly ng — rank(Ay,) rows in B whose
entries can be arbitrarily chosen to have a solution of Ay, (B2 — B) = 0. Therefore, and

since B has [ columns, there are ql(”rrank(AMﬂ) matrices B that satisfy condition 2 of
Theorem 4. O

From this one concludes that the number of transducers in £,,, that are equivalent to M»
and that have the same augmented diagnostic matrix is ¢("2t0("2=") where r = rank(A,y,),
which proves item 2. Item 3 is covered by the following two results together with Corollary 5.

Theorem 11. Let A € My, xn(Fy) such that rank(A) # n. Then, the number of matrices
X € GLn(F,) such that AX = A is (¢" — ¢k (g" — grank(D+1) (g — ¢ 1), If
rank(A) = n, only the identity matriz satisfies this condition.

Proof. Let X € GLy(F,) be such that AX = A. Then, there are n — rank(A) rows in
X whose entries can be arbitrarily chosen to have a solution of AX = A. But, since
X has to be invertible, one has ¢" — ¢"*%(4) possibilities for the “first” of those rows,
q" — ¢k for the “second”, ¢ — ¢"K(A)+2 for the “third”, and so on. Therefore,
there are (¢ — ¢"k(A) (¢ — grank(A+1) .. (g» — ¢"~1) matrices X that satisfy the required
condition. O

The following result is a direct consequence of the previous Theorem and the size of

GL,(F,).

Corollary 10. Let A € Myxn(Fy). Then, the number of matrices of the form AX, where
X € GL,(Fy) is (¢" —1)(¢" —q) -+ (¢" — qrank(A)—l)'

Since augmented diagnostic matrices of LFT's in the same equivalence class have the
same rank, Theorem 7 can be generalized to:

Corollary 11. Let M be a LFT with structural parameters [,m,n. Then
M| = (@" = D) (0" = @) (" = ¢"") ¢, where 7 = rank (Any) .

Given the structural matrices of a LFT, the last Corollary gives a formula to compute
the number of equivalent LFTs with the same size.
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6 A recurrence relation for the number of canonical LFT's

Let I,m,n € N. The results on the previous section, together with Propositions &8, 9
presented below, allow us to count the number of canonical LFT with I, m,n as structural
parameters, by using a recurrence relation. The following result gives a formula to count the
number of canonical LFTs that have [, m, and n = 1 as structural parameters. The proof is
straightforward.

Proposition 8. Let I,m € N\ {0}, and let n = 1. Then, the number of canonical LFTs
with structural parameters 1,m,n is (g™ — 1)g/m+TD+1,

The next result is also quite obvious and gives a formula to count the number of trivial
LFTs.

Proposition 9. Let [,m,n € N. The number of trivial LFTs with structural parameters

. 2
l,m,n is q" H(m+n)

From the last section, one knows that any minimal LFT in £,, has exactly the same
number of equivalent LFTs in £,,. Let M be a minimal LFT with structural parameters
l,m,n;. We denote by NM(l,n1,ng2) the number of non-minimal LFTs in £,, that are
equivalent to M. That is,

NM(L i, m2) = (47 = 1) (" — )+ (g% — 1) gl
Consider also the following notation:
e CT(l,m,n): number of canonical LFTs which have [, m,n as structural parameters.

e TT(I,m,n): number of trivial LFTs which have [, m,n as structural parameters. By
Theorem 9, TT(l, m,n) = ¢ Him+n),

e LT(l,m,n): total number of LFTs which have [, m,n as structural parameters. That
is, LT(I,m,n) = gmtnitmtn)

e TNM(I, m,n): number of non-trivial LFTs which have I, m, n as structural parameters,
and are not minimal.

e EC(n): size of the equivalence class [M].,, where M is a minimal transducer in L.
From Corollary 7 and the well known size of GL,(F,), , EC(n) = (¢" — 1)(¢" —

Q) (q"—q"h).

Then, given [, m,n € N, the number of canonical LFTs with structural parameters [, m,n
satisfies the following recurrence relation:

CT(l,m,1) = (¢™—1)g'mTHHL,
CT(l,m,n) = Ecl(n)-(LT(l,m,n)—TT(l,m,n)—TNM(l,m,n)),

where TNM(l,m,n) = 7= CT(I,m,4) - NM(1,4,n).
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7

Conclusion

We presented a way to compute the number of equivalent LFTs with the same size, by
introducing a canonial form for LFTs and an efficient method to test LFTs equivalence.
This is essencial to have a LF'T uniform random generator, and to get an approximate value
for the number of non-equivalent injective LFTs, which is indispensable to evaluate the key
space of the FAPKC systems.

From some of the results obtained, we have deduced a recurrence relation that gives the

number of non-equivalent LFTs of a given size. This, together with the approximate value
for the number of non-equivalent injective LFETs, allow us to pursue this work and to verify
if random generation of LFTs is a feasible option to generate keys.
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